
Chapter 5.
Safeguarding Classified Information

Section 1. General Safeguarding Requirements

5-100. General. Contractors shall be responsible for
safeguarding classified information in their custody or
under their control. Individuals are responsible for safe-
guarding classified information entrusted to them. The
extent of protection afforded classified information shall
be sufficient to reasonably foreclose the possibility of its
loss or compromise.

5-101. Safeguardkg Oral Dwcussions. Contractors shall
ensure that all cleared employees are aware of the prohi-
bition against discussing classified information over unse-
cured telephones, in public conveyances or places, or in
any other manner that permits interception by unautho-
rized persons.

5-102. End of Day Security Checks.

a.

b.

Contractors that store classified material shall estab-
lish a system of security checks at the close of each
working day to ensure that all classified material and
security repositories have been appropriately
secured.

Contractors that operate multiple work shifts shall
perform the security checks at the end of the last
working shift in which classified material had been
removed from storage for use. The checks are not
required during continuous 24-hour operations.

5-103. Perimeter Controls. Contractors authorized to
store classified material shall establish and maintain a
system to deter and detect unauthorized introduction or
removal of classified material from their facility. The
objective is to discourage the introduction or removal of
classified material without proper authority. If the unau-
thorized introduction or removal of classified material
can be reasonably foreclosed through technical means,
which are encouraged, no further controls are necessary.

Employees who have a legitimate need to remove or
transport classified material should be provided appro-
priate authorization media for passing through desig-
nated entry/exit points. The fact that persons who enter
or depart the facility are subject to an inspection of their
personal effects shall be conspicuously posted at all per-
tinent entries and exits.

a.

b.

All persons who enter or exit the facility shall be
subject to an inspection of their personal effects,
except under circumstances where the possibility of
access to classified material is remote. Inspections
shall be limited to buildings or areas where classified
work is being performed. Inspections are not
required of wallets, change purses, clothing, cos-
metic cases, or other objects of an unusually personal
nature.

The extent, frequency, and location of inspections
shall be accomplished in a manner consistent with
contractual obligations and operational efficiency.
Inspections may be done using any appropriate ran-
dom sampling technique. Contractors are encour-
aged to seek legal advice during the formulation of
implementing procedures and to surface significant
problems to the CSA.

5-104. Emergency Procedures. Contractors shall develop
procedures for safeguarding classified material in emer-
gency situations. The procedures shall be as simple and
practical as possible and should be adaptable to any type of
emergency that may reasonably arise. Contractors shall
promptly report to the CSA, any emergency situation
which renders the facility incapable of safeguarding classi-
fied material.
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